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BGIN Block#12

Transition to Post-Quantum Cryptography / Crypto Agility

Date: Monday, March 3, 2025

Location: Tokyo, Japan

Duration: Approx. 90 minutes

Summary

Explores post-quantum cryptography (PQC) and crypto agility for blockchain. Prepare
blockchain for quantum threats to asymmetric cryptography (e.g., digital signatures), risking
systems like Bitcoin. PQC transition challenges include long timelines (15+ years), compatibility,
and need for blockchain-specific plans beyond NIST’s algorithm standards. Discussion about
Blockchain-based, long-term timestamping scheme with algorithm renewal to ensure data
integrity beyond crypto lifetimes. Debate BEGIN's role: Define PQC standards, transition
mechanisms, or prioritize crypto agility and threat awareness over immediate migration. BEGIN
leans toward educating on quantum risks and flexible strategies, avoiding premature PQC

mandates.

e Problem Statement on PQC Transition

o
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PQC Overview
m Targets quantum computing risks to asymmetric crypto; symmetric crypto
less affected.
Quantum break timeline uncertain; past transitions (e.g., 2005) took 15+ years,
PQC likely longer.
Needs protocols for compatibility, performance, and phased deployment with
testing.
NIST Efforts
m Standardizing PQC via competition; selected schemes: CRYSTALS-
Dilithium, FALCON, SPHINCS+, FAEST.
January 2025 transition document sets deadlines
Covers algorithms, not blockchain applications—BGIN could adapt this.
Blockchain Risks (2016 Paper)
m Bitcoin example: Broken SHA-256 enables theft/double-spending; broken
ECDSA allows forgery, fake alerts.
Impacts layer 2 (e.g., zero-knowledge proofs) if crypto fails.
Crypto Agility
m  Ability to switch primitives if compromised; aims for rapid updates without
infrastructure overhaul.
2017 idea: Wrap old signatures with secure, long-term schemes (LTB).

e Blockchain-Based Long-Term Timestamping
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Concept

m Proposes timestamping to prove data existence over time.

m Traditional timestamping via TSAs vulnerable to malice or crypto breaks.
Blockchain Benefits

m Decentralized, tamper-resistant, verifiable.



o Security tied to client-side hash and blockchain crypto (hash/signatures).
o Long-Term Issue
m  Quantum or lifecycle threats could invalidate timestamps for decades-
long data (e.g., government, art).
m Solution: Renew weak algorithms (e.g., SHA-1 to SHA-2, RSA to
FALCON) before full compromise.
o Scheme Details
m Formal model prevents tampering, backdating, forging via renewals.
m Blockchain-side: Group blocks, rehash with stronger functions; transfer
assets to new keys.
o Client-side options: Upload raw data (no privacy), renew hash chain, or link
tokens (latest only needed).

Discussion: Potential BGIN Work Items
o Proposals
m Define PQC blockchain requirements (no current standard); create
transition plans for non-PQC chains.
o Scope: Focus on signatures, consider encryption for secrecy (e.g., long-term
data).
o Perspectives
m  Quantum “treasure hunters” could claim unupdated Bitcoin; incentive
exists, but logistics tricky.
m Market may self-correct (e.g., key update services), but quantum risk
downplayed (20-30 years off).
m Client updates are costly; agility over rigid PQC mandates avoids
fragmentation.
m  Migration Dynamics
e Browsers update cheaply; Bitcoin’s decentralized nature makes it
harder, costlier.
m Past migrations (e.g., SHA-1) took 20+ years; Bitcoin’s 20-year signatures
heightened urgency.
o Strategic Options
m  Warning first: Highlight crash risk (e.g., Bitcoin chaos post-quantum
break).
m Agility focus: Flexible designs buy time vs. immediate PQC push.
m  Governance: Hybrid signatures, custody could simplify transitions.

Next steps:
o Raise quantum threat awareness, explore agility, delay specific PQC solutions.



